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Abstract: 

This white paper explores the application of the COM-B (Capability, Opportunity, 
Motivation - Behaviour) model, a framework from behavioural science, to enhance 
cybersecurity strategies. By understanding and influencing the factors that affect 
behavioural changes in security practices, organisations can cultivate a more mature and 
resilient security culture. The COM-B model provides a structured approach to 
diagnosing issues and designing interventions that lead to sustained behaviour change, 
critical for effective cybersecurity. 

 

Introduction 

Cybersecurity is no longer just a technological challenge but a complex behavioural 
issue. As cyber threats evolve, the need for a robust and adaptive security culture 
becomes more crucial. Traditional security measures often fail to account for human 
factors - how employees understand, interact with, and prioritize security. The COM-B 
model, developed by Michie, van Stralen, and West (2011), offers a comprehensive 
framework to address these human elements by focusing on Capability, Opportunity, and 
Motivation, which influence behaviour change. 

 

The COM-B Model and Cybersecurity 

The COM-B system is part of a broader set of theories in the Behaviour Change Wheel, a 
tool for analysing and planning behaviour change interventions (Michie, S., van Stralen, 
M. M., & West, R. (2011. In the context of cybersecurity, the COM-B model can be 
employed to identify barriers to secure behaviours and develop targeted strategies that 
address these barriers effectively. 
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Capability 

Capability refers to an individual's psychological and physical capacity to engage in the 
behaviour concerned, including the necessary knowledge and skills. In cybersecurity, 
this might involve understanding security protocols, recognizing phishing attempts, and 
managing passwords effectively. Enhancing capability can be achieved through regular 
training and simulations that are realistic and engaging. 

 

Opportunity 

Opportunity involves all the factors that lie outside the individual that make the behaviour 
possible or prompt it. This could include company policies that enable or restrict 
behaviours, the influence of others' behaviours, and the physical or digital environment 
that facilitates or constrains security practices. Improving opportunity may involve 
adjusting workplace culture, modifying physical environments, or providing tools that 
facilitate secure behaviours, such as password managers or two-factor authentication 
systems. 

 

Motivation 

Motivation covers all the brain processes that energize and direct behaviour, not just 
goals and conscious decision-making but also emotional responses and habitual 
processes. In cybersecurity, motivational factors might include personal attitudes 
towards security, perceived risks and benefits of security behaviours, and the 
workplace's cultural emphasis on security. Interventions to enhance motivation could 
involve creating positive feedback loops for secure behaviour, public recognition for 
proactive security measures, and clear communication about the impacts of security 
breaches. 

 

Implementing COM-B in Cybersecurity Strategies 

To apply the COM-B model effectively, a cybersecurity strategy must encompass detailed 
assessments, tailored interventions, and continuous evaluation: 

Assessment Phase: Conduct thorough assessments to understand current behaviours, 
capabilities, opportunities, and motivations related to cybersecurity. This could include 
surveys, interviews, and observation of security practices. 



 
 

 
Engage. Educate. Empower.  

 
www.buildasecurityculture.com 

 
Copyright 2024. Beyond the Firewall. All rights reserved. 

Intervention Design: Based on the assessment, design interventions that specifically 
target identified gaps in capability, opportunity, and motivation. This could include 
training programs, changes to policy, and campaigns to shift attitudes and awareness. 

Implementation and Monitoring: Implement these interventions with a plan for ongoing 
monitoring and evaluation. This enables organisations to measure effectiveness and 
make iterative improvements to the interventions. 

 

Challenges and Considerations 

Implementing the COM-B model in cybersecurity presents several challenges and ethical 
considerations that organisations must carefully manage to ensure effective and 
sustainable behaviour change. 

One of the principal hurdles is resistance to change, a common issue in many 
organisations. Employees may be reluctant to alter their routines or adopt new security 
practices, especially if they perceive these changes as inconvenient or unnecessary. 
Overcoming this resistance necessitates clear and transparent communication about 
the benefits of the changes and involving employees in the development and 
implementation process to foster a sense of ownership and acceptance. 

Another challenge lies in the complexity of measuring behavioural changes. Unlike 
technical metrics that can be quantified straightforwardly, behavioural metrics often 
involve subjective assessments that require nuanced approaches for accurate 
evaluation. Organisations need to establish reliable methods for measuring 
improvements in capability, opportunity, and motivation, as well as the behaviours 
influenced by these elements. 

The ethical implications of using behavioural science in cybersecurity cannot be 
understated. Interventions must be designed with a strong ethical framework, ensuring 
they respect individual autonomy and privacy. This includes being transparent about the 
nature of interventions, the reasons for their implementation, and how data collected will 
be used. Ethical considerations are crucial in maintaining trust and integrity within the 
organization. 

Finally, maintaining consistency and sustainability of behavioural changes across an 
organization poses a significant challenge. This is particularly true in large or 
geographically dispersed organisations, where varying levels of commitment to security 
practices may exist. Strategies need to be adaptable yet consistent across different 
contexts, with ongoing support mechanisms such as regular training and updates to keep 
security behaviours aligned with organisational goals. 
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Conclusion 

The COM-B model offers a structured and theoretically grounded approach for 
developing a cybersecurity strategy that goes beyond technical solutions to address the 
human factors in security. By focusing on Capability, Opportunity, and Motivation, 
organisations can create a more mature and resilient security culture that adapts to the 
changing landscape of threats and technologies. The application of this model allows for 
a nuanced understanding of the behavioural dynamics at play, which is essential for 
crafting interventions that are not only effective but sustainable over the long term. 

Moreover, as cybersecurity threats continue to evolve in complexity and sophistication, 
the need for an adaptive security culture becomes increasingly critical. The COM-B 
model facilitates this adaptability by providing a framework that is responsive to the 
human elements of security. This ensures that strategies are not static but evolve as the 
behaviours and external conditions change. By continuously assessing and adjusting the 
components of Capability, Opportunity, and Motivation, organisations can stay ahead of 
potential security breaches and mitigate risks more effectively. 

However, the implementation of such a model also demands a commitment to ongoing 
evaluation and refinement. Security is not a one-time issue but a continuous challenge 
that requires persistent efforts and updates to the behavioural change strategies in place. 
Organisations must commit to the long-term process of cultural change, integrating 
regular feedback mechanisms to monitor the effectiveness of interventions and making 
necessary adjustments based on empirical evidence and the evolving security 
landscape. 

In conclusion, integrating the COM-B model into cybersecurity strategy offers a 
comprehensive approach to enhancing organisational resilience. It empowers 
organisations to not only react to cybersecurity threats but also proactively shape their 
security culture through informed behaviourally driven strategies. This initiative-taking 
stance not only safeguards information and systems but also fosters a corporate 
environment that values security as a fundamental aspect of its operations and ethos. 
Thus, the COM-B model is not merely a tool for behaviour change; it is a strategic asset 
that can significantly enhance the security posture of any organization willing to invest in 
its people as much as its technology. 
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